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HYBRID CONGESTION CONTROL

CROSS-REFERENCE TO RELATED
APPLICATION

This is a National stage of international Application No.
PCT/SE2011/050263, filed Mar. 10, 2011, which is hereby
incorporated by reference.

TECHNICAL FIELD

The present embodiments generally relate to congestion
control in a communication network, and in particular to a
hybrid or multi-mode congestion control.

BACKGROUND

In radio-based communication networks, intermediate
transport networks may be used to convey data between dif-
ferent nodes of the communication network. One example of
such a scenario occurs when using high speed packet access
(HSPA). Here, a transport network (TN), also referred to as
Iub transport network, may be used in the universal mobile
telecommunications system (UMTYS) terrestrial radio access
network (UTRAN) to couple a radio network controller
(RNC) to a radio access node, also referred to as radio base
station (RBS) or Node B. HSPA in the direction from the
communication network towards user equipment (UE) is
referred to as high speed downlink packet access (HSDPA),
and HSPA in the direction from the UE to the communication
network is referred to as high speed uplink packet access
(HSUPA).

According to HSPA, two levels oflink layer retransmission
protocols are used: hybrid automatic repeat request (HARQ)
between the UE and the Node B, and radio link control (RL.C)
between the UE and the RNC. A flow control protocol, also
referred to as framing protocol (FP), has been introduced to
control the sending rate of the RNC in the downlink direction
and the sending rate of the Node B in the uplink direction. The
FP needs to address congestions on the radio link between the
Node B the UE and congestions in the transport network
between the RNC and the Node B, and will try to set an
optimal sending rate which is as high as possible while avoid-
ing the above mentioned types of congestion. This means that
the FP attempts to control the sending rate in such a way that
the fill level of queues in subsequent nodes will not exceed
respective threshold sizes. HSDPA/HSUPA Handbook,
Edited by Borko Furht and Syed A. Ahson, CRC Press, Octo-
ber 2010, Chapter 9—HSPA Transport Network Layer Con-
gestion Control provides further information of the conges-
tion control applicable to HSDPA and HSUPA.

However, it has turned out that the above-mentioned opti-
mal sending rate is typically hard to achieve using the known
FP. Further, typical scenarios of using HSPA involve, e.g. a
rapidly changing radio capacity available to a certain RLC
connections or different lub transport network deployments
with different RLC round trip delays. This may result either in
the sending rate being set too low or in congestions not being
avoided. Both adversely affect the end-to-end performance,
e.g. measured in terms of throughput.

Moreover, the known FP handles all RLC connections in
the same manner. This may result in that the end-to-end
performance experienced by a high-priority service or user
will suffer from congestions in the lub transport network
caused by RLC connections related to a low-priority service
or user. The FP in HSDPA may also be configured to target
fair bandwidth sharing among users or the target bitrate may
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be coupled to a user class so that some users get e.g. twice as
much throughput as other users. In order to achieve this
behavior, the HSDPA FP entity in the Node B scales the target
bit rates for each flow or user so that they match the desired
relative bit rates. However, this still does not solve the above-
mentioned problems of adapting the sending rate.

SUMMARY

It is a general objective to provide an efficient solution to
handling various congestion events that can occur in a com-
munication network.

It is a particular objective to provide a congestion control
that can efficiently handle both congestion events occurring
in a transport network of the communication network and
congestion events occurring on the air interface towards con-
nected user equipment.

These and other objectives are met by embodiments as
disclosed herein.

An aspect of the embodiments relates to a method for
congestion control in a communication network comprising a
transport network interconnecting a radio access node and a
control node. The method involves monitoring for any con-
gestion event in the transport network. If such a congestion
event is detected in the transport network the method switches
from a window-based state to arate-based state for a data flow
carrying data from the control node to the radio access node
for transmission to at least one user equipment. The window-
based state provides a window-based congestion control
mode that involves notifying an application level transport
protocol implemented in a sending source of the data flow of
any congestion event. The application level transport protocol
in the sending source will then take actions to solve the
detected congestion event. The rate-based state, however,
provides a rate-based congestion control mode that involves
transmitting a rate-reducing message from the radio access
node to the control node. The rate-reducing message will
trigger a reduction in the bitrate of the data flow towards the
radio access node and thereby contributes to solving the con-
gestion event detected in the transport network.

Another aspect of the embodiments defines a congestion
control device comprising an event monitor configured to
monitor for any congestion event in the transport network.
Once the event monitor detects such a congestion event in the
transport network, a mode switch of the congestion control
device switches from the window-based state providing the
window-based congestion control mode to the rate-based
state providing the rate-based congestion control mode.

Further aspects of the embodiments relate to a computer
program product comprising computer program code means
for executing the method for congestion control and a com-
puter readable medium having stored thereon such a com-
puter program product. Another aspect of the embodiments is
aradio access node comprising the congestion control device.

The embodiments employ a multi-mode congestion con-
trol to efficiently handle various types of congestion events
occurring in a communication network. As a consequence,
each such congestion event will be resolved in the most
appropriate manner and still enables a fair share of the avail-
able bandwidth among the active data flows and user equip-
ment irrespective of whether the congestion event occurs in
the transport network or in the air interface between the radio
access node and the user equipment.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention, together with further objects and advan-
tages thereof, may best be understood by making reference to
the following description taken together with the accompa-
nying drawings, in which:
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FIG. 1 is a schematic overview of a portion of a commu-
nication network according to an embodiment;

FIG. 2 is a flow diagram illustrating a method for conges-
tion control according to an embodiment;

FIG. 3 is a flow diagram illustrating an additional step of
the method for congestion control in FIG. 2 according to an
embodiment;

FIG. 4 is a flow diagram illustrating additional steps of the
method for congestion control in FIG. 2 according to an
embodiment;

FIG. 5 is a flow diagram illustrating additional steps of the
method for congestion control in FIG. 2 according to an
embodiment;

FIG. 6 schematically illustrates the concept of switching
between a window-based state and rate-based state according
to an embodiment;

FIG. 7 is a flow diagram illustrating additional steps of the
method for congestion control in FIG. 2 according to an
embodiment;

FIG. 8 is a schematic block diagram illustrating an embodi-
ment of a congestion control device;

FIG. 9 illustrates an implementation example of a conges-
tion control device according to an embodiment; and

FIG. 10 schematically illustrates an implementation
example of a congestion control device in a radio access node
according to an embodiment.

DETAILED DESCRIPTION

Throughout the drawings, the same reference numbers are
used for similar or corresponding elements.

The present embodiments generally relate to congestion
control in a communication network and in particular to a
so-called hybrid or multi-mode congestion control enabling a
switch between different congestion control modes providing
different mechanisms of solving congestion events.

The multi-mode congestion control enables {fairness
among the active data flows irrespective of where in the
communication network the congestion event occurs. Thus,
the multi-mode congestion control of the embodiments can
effectively handle both congestion events occurring in the
transport network of the communication network and con-
gestion events occurring in the air interface between con-
nected user equipment and the radio access nodes of the
communication network. The prior art congestion control as
disclosed in the previously mentioned HSDPA/HSUPA
Handbook may have efficiency problems when it comes to
congestion events on the air interface due to a very fast varia-
tion in air interface capacity. The multi-mode congestion
control of the embodiments does not only efficiently handle
congestion control in the transport network but is also effi-
cient for congestion control on the air interface.

The embodiments can be applied to any communication
network, in particular radio-based communication networks,
and is particularly suitable for handling congestion events
occurring for downlink data flows. A non-limiting but par-
ticular example of such a radio-based communication net-
work is a mobile communication network implementing high
speed packet access (HSPA) and in particular high speed
downlink packet access (HSDPA). The universal mobile tele-
communications system (UMTS) is an example of such a
mobile communication network.

FIG. 1 is an illustration of a portion communication net-
work 1 to which the congestion control of the embodiments
can be applied. The communication network 1, such as exem-
plified by UMTS, comprises a control node 5 coupled via a
transport network 9 to a radio access node 4 in order to convey
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data packets from end devices 7, 8 to user equipment 2, 3
connected to the radio access node 4 via a respective radio
link 10. With an UMTS implementation, the transport net-
work 9 is UMTS terrestrial radio access network (UTRAN) or
Iub transport network 9 interconnecting a radio network con-
troller (RNC) 5 with a Node B 4 as implementation examples
of'the control node 5 and the radio access node 4. HSPA in the
direction from the communication network 1 to user equip-
ment (UE) 2, 3 is referred to as high speed downlink packet
access (HSDPA), and HSPA in the direction from the UE 2, 3
to the communication network 1 is referred to as high speed
uplink packet access (HSUPA).

An end device 7, 8 can be any device that provides data to
be transmitted over the communication network 1 to one or
more user equipment 2, 3. Non-limiting examples of such
devices include servers, remote terminals and devices, and
other user equipment.

In a particular embodiment, in particular for a UMTS
implementation, the communication network 1 can comprise
at least one further control node 6 interconnecting the RNC 5
to the end devices 7, 8. This further control node 6 can be
implemented as a serving general packet radio service sup-
port node (SGSN) or UMTS mobile switching centre
(UMSO).

Different protocols or protocol layers may be used to con-
vey data packets between the end devices 7, 8 and the user
equipment 2, 3. For instance, an end-to-end application level
protocol is typically implemented between the end devices 7,
8 and the user equipment 2, 3, a retransmission protocol could
be implemented between the control node 5 and the user
equipment 2, 3, such as radio link control (RLC), and between
the radio access node 4 and the user equipment 2, 3, such as
hybrid automatic repeat request (HARQ), and a flow control
protocol is implemented between the control node 5 and the
radio access node 2. The end-to-end protocol is a high layer
protocol and, in an illustrated example, may be the transport
control protocol/internet protocol (TCP/IP). Other protocol
types may be used as well or as alternatives, such as user
datagram protocol (UDP) together with the real-time protocol
(RTP) and/or its counterpart, the real-time control protocol
(RTCP) to control the data rate.

The retransmission protocol is a lower layer protocol, such
as a link layer protocol. According to the retransmission
protocol, data packets which were not successfully received
are retransmitted, which involves some type of feedback
mechanism from the retransmission protocol receiver to the
retransmission protocol sender, for instance by sending
acknowledgement/non-acknowledgement  (ACK/NACK)
feedback from the receiver to the sender.

The flow control protocol may have the purpose of deter-
mining a desired transmission rate in the flow control protocol
receiver and providing this information to the flow control
protocol sender. The sender then enforces the requested trans-
mission rate.

The end-to-end protocol may also be a retransmission pro-
tocol. In fact, the above mentioned examples of possible
end-to-end protocols include retransmission functionalities
as well. Further, the end-to-end protocol may also include
flow control functionalities. In particular, if the end-to-end
protocol sender is notified of a congestion in the transmission
of data packets to the end-to-end protocol receiver, it may
reduce its sending rate. On the other hand, if no congestions
are notified for a given period of time, the end-to-end protocol
sender may increase its sending rate. In this way, the end-to-
end protocol may try to set a sending rate which is as high as
possible, but still avoids excessive amounts of congestions.
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The above mentioned examples of end-to-end protocols
include corresponding flow control functionalities.

In the above-mentioned examples of end-to-end protocols,
the data packets include, typically in a corresponding header
field, a source address, a destination address, a source port,
and a destination port. On the basis of the source address, the
destination address, the source port, and the destination port,
an [P packet flow can be defined as a data flow of IP packets
between a source endpoint defined by the source address and
the source port, and a destination endpoint defined by the
destination address and the destination port. Typically, not all
nodes in the communication network 1 as illustrated in FIG.
1 will have access to this end-to-end protocol information.
For example, nodes in the transport network 9 as illustrated in
FIG. 1 may operate on information of lower protocol layers
only, e.g. on the basis of a low layer transport protocol as
specified in the 3GPP technical specifications for the lub
transport network (see, e.g., 3GPP technical specification
25.430), and therefore not be able to interact with a flow-
control mechanism of the end-to-end protocol. On the other
hand, the control node 5, in the illustrated example an RNC,
operates on the basis of the end-to-end protocol as well and
can use the information in the header fields ofthe data packets
s0 as to identify individual flows. Since the control node 5 is
arranged between the source and destination endpoints of the
end-to-end protocol flows, it may also be referred to as an
intermediate node.

FIG. 2 is a flow diagram illustrating a method of congestion
control in a communication network, such as the communi-
cation network of FIG. 1, having a transport network inter-
connecting a radio access node and a control node. The
method starts in step S1, which involves monitoring for a
congestion event in the transport network (TN). The moni-
toring for TN congestion is advantageously continuously
active and could conduct a detection of any TN congestion
upon predefined triggering events. For instance, a detection of
any TN congestion could be conducted whenever a data
packet or data frame of a given data flow arrives at a receiving
node, typically the radio access node. In such a case, step S1
preferably involves an individual monitoring for TN conges-
tion for each data flow between the sending node, typically
the control node, and the receiving node, typically the radio
access node. In a typical implementation, there is a one-to-
one relationship between data flow and bearer between the
control node or the SGSN/UMSC and the user equipment.
Hence, the monitoring of step S1 is preferably conducted
individually for each active bearer, also denoted radio access
bearer (RAB) for an UMTS implementation. Generally a
bearer can be considered to be a channel having certain guar-
anteed transport attributes, such as with regard to quality of
service (QoS).

Ifthe monitoring detects a congestion event in the transport
network for at least one bearer or data flow, the method
continues from step S1 to step S2. Step S2 switches operation
state from a window-based (WB) state to a rate-based (RB)
state. The window-based state and the rate-based state are
characterized by utilizing different congestion control modes
or techniques. Thus, the window-based state, which could be
regarded as the default state, implements a window-based
congestion control mode for a data flow or bearer. The win-
dow-based congestion control mode involves notifying the
application level protocol, such as TCP, implemented in the
data sending source or device, such as an end device of FIG.
1, of any congestion event. The application level protocol in
the data sending source is then informed of the congestion
event and will take actions to combat the detected congestion
event, which is further described herein.
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The rate-based state, which correspondingly could be
regarded as an auxiliary state, instead implements a rate-
based congestion control mode for the data flow. In the rate-
based congestion control mode the radio access node will
transmit a rate-reducing message to the control node in
response to a detected congestion event in the transport net-
work. The rate-reducing message triggers the control node to
reduce the bitrate of the data flow or bearer towards the radio
access node to combat the detected congestion event.

Hence, the congestion control is a multi-mode congestion
control that provides different congestion control solutions
and techniques depending on in which state the transport
network is for a particular data flow and bearer. The state
switching is preferably conducted per-flow or per-bearer
basis. This implies that for a particular transport network and
at a particular time instance, the window-based state could be
employed for at least one data flow between the control node
and the radio access node whereas for at least one other
parallel data flow the rate-based state could be currently used.
This means that any state transitions for multiple parallel data
flows do not necessarily have to be synchronized. However, if
multiple data flows go through a same transport network
bottleneck then TN congestion will probably be detected for
all these data flows in step S1 and cause a switch from the
window-based state to the rate-based state for all the data
flows. The individual monitoring and state-transitions are,
though, preferred since situations can arise where only some
of'the data flows have a TN bottleneck, i.e. some data flows go
through an lur bottleneck, whereas other data flows do not.

The rate-based congestion control mode that is employed
in the rate-based congestion state is well designed to handle
congestion in the transport network and still achieves fairness
among the data flows in the transport network. Thus, the
rate-based congestion control mode will efficiently solve the
congestion situation but can perform this and still provide a
fair share of the scarce transmission resources and bandwidth
in the transport network among the current data flows and
user equipment.

However, the rate-based congestion control mode responds
comparatively slower to congestion events as compared to the
window-based congestion mode employed in the window-
based state. Hence, the window-based congestion mode is,
according to the embodiments, employed to handle, in the
window-based state, any congestion events occurring on the
air interface between the radio access node and the user
equipment. The air interface capacity may vary very fast and
this can be a challenge to a rate-based congestion control
mode if it would have been employed to combat congestion
on the air interface. The window-based congestion control
mode of the embodiments can respond comparatively much
faster as compared to the rate-based congestion control mode
to congestion events on the air interface. This means that in
the window-based state employing the window-based con-
gestion control mode, the transport network will be ready to
efficiently handle any detected congestion events on the air
interface.

In the window-based state, fairness among the data flows
and user equipment can be handled by the scheduler of the
radio access node assigning transmission or radio resources
and bandwidth shares to the different data flows and user
equipment.

However, the window-based congestion control mode
would have had drawbacks ifemployed in the rate-based state
in order to handle congestion events in the transport network
with regard to achieving fairness among the data flows and the
user equipment. In such a case, a window-based congestion
control mode would have needed to employ aggregated solu-



US 9,100,871 B2

7

tions in order to share the available bandwidth among the data
flows in a fair manner. However, an aggregated solution
requires detailed information of the transport network bottle-
necks and quality of service (QoS) solutions. Additionally, it
has to support aggregated transport network connections,
where data flows of several radio access nodes can experience
bottlenecks. However, such an aggregated solution is very
complex and will be less flexible and could work in a non-
optimal way for practical transport network architectures.

FIG. 3 is a flow diagram illustrating an additional step of
the method in FIG. 2. In this step S10, the TN congestion
event is detected based on a gap in frame sequence numbers or
packet sequence numbers of data frames or data packets in the
data flow from the control node to the radio access node. In
such a case, at least one or more data packets or data frames
do not successfully reach the radio access node due to the
congestion in the transport network. For instance, the high-
speed downlink shared channel (HS-DSCH) lub data frames
each comprise a 4-bit frame sequence number (FSN). This
FSN can be used to detect missing data frames, which were
fully lost in the data flow between the control node and the
radio access node. In addition, or in alternative embodiments,
a data packet or data frame does not necessary have to be fully
lost in order to detect a congestion event in the transport
network. A data frame or data packet could be regarded as not
being successfully received at the radio access node, for
instance by being received corrupted. Such a packet or frame
corruption can also be used as a criterion for detecting con-
gestion in the transport network. For instance a data frame
could be segmented into multiple parts and one or more of
these parts can be lost or corrupted. When the segmented data
frame is reassembled it is possible to detect that a part of the
data frame was lost.

A further variant to detect a congestion event in the trans-
port network on the basis of one or more data packets or data
frames of the data flow is to use the optional delay reference
time (DRT) field in the data frame. The DRT field contains the
value of a reference counter in the control node, when the data
frame was sent. The DRT value can then be compared to a
similar reference counter in the radio access node when the
data frame is received. Congestion is then detected when the
difference is larger than a defined threshold value.

Other variants to detect congestion in the transport network
is to use transport network protocol specific fields, such as the
explicit congestion notification (ECN) field that is present in
the IP header. Also the transport network layer (TNL) buffer
length and data frame rate measurements can be used to detect
congestion in the transport network. For instance and with
reference to FIG. 1, the transport network 9 can comprise one
or more data queues 90 comprising data packets to be com-
municated between the control node 5 and the radio access
node 4. Congestion in the transport network 9 can then be
detected based on a queuing parameter associated with the
data queue 90. The queuing parameter can be the filling level
of the data queue 90 and/or the queuing delay for the data
queue 90. Thus, if the current filling level exceeds a threshold
filling level and/or the current queuing delay exceeds a
threshold delay, a TN congestion is detected.

Once a congestion event in the transport network has been
detected according to any of the above illustrative examples
of congestion criteria, such as based on gap in FSN as in step
S10, the method continues to step S2 of FIG. 2, where a
switch from the window-based state to the rate-based state is
performed.

When a particular data flow or bearer currently is in the
window-based state, i.e. the default congestion control state,
the embodiments advantageously also monitor for congestion
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onthe air interface between the radio access node and the user
equipment. FIG. 4 is a flow diagram illustrating such conges-
tion monitoring according to an embodiment. The method
then starts in step S20 where monitoring for congestion on the
air interface, such as the Uu interface for an UMTS imple-
mentation, is conducted for a data flow or bearer when in the
window-based state. In step S20 an Uu congestion, i.e. con-
gestion on the air interface to the user equipment, is detected.

In an embodiment of step S20, the Uu congestion event is
detected based on a length of a data queue 42, 43, typically
denoted priority queue (PQ) in the art, assigned to the par-
ticular data flow and therefore for the user equipment 2, 3 in
the radio access node 4, see FIG. 1. Thus, the filling level of
the data queues 42, 43 in the radio access node 4 containing
downlink data intended to the user equipment 2, 3 is prefer-
ably monitored in order to detect a potential Uu congestion
when the filling level of a data queue 42, 43 exceeds a thresh-
old filling level. Also other queuing parameters of a data
queue 42, 43 to which data packets are assigned before being
transmitted via the radio link 10 to the respective user equip-
ment 2, 3 can be used to detect the Uu congestion. An example
of'such another queuing parameter, in addition to filling level
of'the data queue 42, 43, is the queuing delay of the data queue
42, 43. Thus, if the queuing delay exceeds a threshold delay,
a Uu congestion event is detected.

The method then continues from step S20 to step S21 when
a Uu congestion event has been detected. In the window-
based state the previously mentioned window-based conges-
tion control mode is employed to combat the detected con-
gestion event. This implies that the application level transport
protocol, such as TCP, in the data sending node is notified of
the congestion event on the air interface. The congestion
control will then be handled and resolved by this application
level transport protocol.

In an embodiment of step S21, the notification of the appli-
cation level transport protocol is performed by employing a
so-called active queue management (AQM). The transport
network node, i.e. control node or typically the radio access
node, detecting the congestion event on the air interface can
use AQM to drop at least one data packet, typically an appli-
cation level data packet of the data flow associated with and
carrying data originating from the data sending source. Drop-
ping at least one application level data packet of the data flow
can be affected by dropping at least one data packet in a data
queue 52, 53 assigned to the data flow in the control node 5
and/or by not entering at least one data packet in the data
queue 52, 53 assigned to the data flow. In a particular embodi-
ment, the data packet at the head of the data queue 52, 53 is
dropped in order to reduce the time up to when the application
level transport protocol implemented in the data sending
source 7, 8 is notified of the congestion event and can take
congestion combating actions.

If the Uu congestion monitoring is conducted in the radio
access node 4 based on a queuing parameter of the data
queues 42, 43 in the radio access node 4, the radio access node
4 preferably informs the control node 5 of the detected Uu
congestion, such as using the lub FP protocol, to trigger the
control node 5 to drop at least one application level data
packet, such as RLC service data unit (SDU) in the data queue
52, 53 assigned to the relevant data flow.

Dropping at least one application level data packet implies
that the data sending source will become aware of the Uu
congestion due to the failure to receive an acknowledgement
for the dropped data packet(s). Thus, the application level
transport protocol between the sending source, i.e. one of the
end devices 7, 8 in FIG. 1, and the receiving source, i.e. one of
the user equipment 2, 3, employ ACK/NACK signaling to
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indicate successful or not successful reception of the trans-
mitted data packets. Dropping at least one application level
data packet means that the user equipment 2, 3 will not
generate and send any ACK for that data packet to the end
device 7, 8. The application level transport protocol imple-
mented in the end device 7, 8 is thereby informed that at least
one data packet was not successfully received by the user
equipment 2, 3 due to the detected congestion event. The
sending source, i.e. end device 7, 8, will react to the conges-
tion event by, for instance, reducing the sending rate of data
packets in the data flow towards the user equipment. This will
in turn be beneficial from congestion solving point of view
since the rate of new data packets of the data flow entering the
data queue 42, 43 assigned to the data flow in the radio access
node 4 will be reduced, in turn contributing to a lowering of
the filling level and/or queuing delay of the data queue 42, 43.

In the above described embodiment, a next possible data
packet, such as SDU, is preferably dropped from the data
queue assigned to the data flow in the control node. An alter-
native that even further speeds up the time until the applica-
tion level transport protocol in the data sending source is
informed of the congestion event is to discard a current data
packet, such as SDU, in the user equipment. For instance,
once the control node is informed of the detected Uu conges-
tion, typically by the radio access node, it can send a RLC
status packet data unit (PDU) or packet to the user equipment
with a move receiver window (MRW) command. The super
field (SUFI) in the RLS status PDU can be used for this
command. The MRW command will trigger the user equip-
ment to discard the latest unacknowledged RLC SDU of the
data flow. No ACK will thereby be sent to the data sending
source with regard to the dropped data packet and the appli-
cation level transport protocol implemented in the data send-
ing source can thereby solve the congestion event by reducing
the sending rate of data packets for the relevant data flow.

In addition, if the control node does not receive any ACK
from the user equipment for the transmitted MRW command
as monitored by the RL.C function in the control node, the
control node can drop the next possible data packet, such as
SDU, from the data queue assigned to the data flow in the
control node as in above. This makes the method more robust
and provides a fallback solution.

Instead of dropping at least one application level data
packet, the application level transport protocol implemented
in the data sending source can be informed of the detected Uu
congestion by manipulating the content of at least one appli-
cation level data packet of the data flow associated with the
data sending source. For instance, a data packet in a data
queue assigned to the data flow in the control node or a data
packet to be entered in the data queue can be marked with a
congestion indicator. For instance, an explicit congestion
notification (ECN) flag can be set in the data packet. Such a
flag is also denoted ECN congestion experience (ECN-CE)
flag in the art. The application level transport protocol can
then be informed of the congestion event from such a flag.

A further variant of manipulating the content of at least one
application level data packet to inform the application level
transport protocol of the congestion event is to alter one or
more bits in the data packet, preferably in the SDU payload of
a RLC data packet or a so-called medium access control—
dedicated (MAC-d) PDU. An example would be to alter the
last bit of the SDU payload. In such a case, the RLC header is
preferably left intact or unchanged. In such a case, the
manipulated RLC data packet is considered valid on RLC
protocol level but corrupt on transport protocol, such as TCP,
level. The user equipment will then identify that the data
packet has been manipulated and is corrupt when performing
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an error detection on the received data packet, such as a cyclic
redundancy check (CRC). The user equipment then discards
the manipulated received data packet and will not return any
ACK with regard to the data packet to the data sending source.
The application level transport protocol in the data sending
source is thereby informed of the congestion event and can
respond by reducing the sending rate of data packets for the
particular data flow as discussed above. By preferably keep-
ing the RLC header intact in the manipulation RLC retrans-
mission of the data packet is avoided, which is advantageous
to reduce unnecessary data traffic in the congestion situation.

The manipulation can be conducted on at least one data
packet in the data queue assigned to the particular data flow in
the radio access node or in the data queue assigned to the data
flow in the control node or to at least one data packet to be
entered in any of these data queues. The data packet to be
manipulated is preferably the data packet in the head of the
data queue assigned to the data flow in the radio access node
to speed up the time until the application level transport
protocol implemented in the data sending source is informed
of the congestion event.

Regardless of which embodiment that is employed in step
S21 to notify the application level transport protocol of the
congestion event on the air interface, the method then contin-
ues to step S1 of FIG. 2 to indicate that the current state for the
data flow is the window-based state.

FIG. 5 is a flow diagram illustrating additional steps of the
method in FIG. 2. The method continues from step S2 of FIG.
2 and continues to step S30. Step S30 switches back from the
rate-based state to the window-based state for the current data
flow. This state re-switching can be triggered according to
different criteria. In an embodiment, the detection of the TN
congestion and the switch from the window-based state to the
rate-based state in step S2 starts a timer. The switch back to
the window-based state is initiated following lapse of a pre-
defined period of time after the detected congestion event in
the transport network and the switch from the window-based
to the rate-based state as determined based on the timer. The
predefined period of time is then advantageously set to not
switch back too early before the congestion event in the
transport network have been solved by the rate-based conges-
tion control mode. However, the predefined period of time is
preferably not too long either to run the risk of a subsequent
congestion event in the air interface when still being in the
rate-base state. The predefined period oftime can be set by the
operator of the transport network based on statistics with
regard to the durations of TN congestions and frequency of
Uu congestions.

In an alternative, generally more conservative approach the
switch back to the window-based state is initiated when the
bitrate of the data flow is equal to or exceeds a predefined
bitrate threshold. This implies that when the congestion event
has been combated and the bitrate of the data flow once more
can be increased back to or towards “normal” rate values, the
rate-based state can be left and instead switched to the win-
dow-based state. The predefined bitrate threshold could, for
instance, be the maximum possible bitrate supported by the
bearer for the particular data flow, which is typically limited
by the user equipment capability, subscription, etc.

In an optional approach, the method continues from step
S30 to step S31 that notifies the control node of the switch
back from the rate-based state to the window-based state. This
notification can be performed by transmitting a message from
the radio access node to the control node to trigger the control
node to use a target bitrate for the data flow. For instance, the
radio access node can use capacity allocation (CA) control
frame (CF), such as HS-DSCH CA CF, to control the data
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flow from the control node. The radio access node then advan-
tageously sets a high bitrate as the target bitrate, i.e. a bitrate
that is higher than what is employed by the control node
during a TN congestion period. The control node will then be
informed by this comparatively high CA bitrate that the TN
congestion event has ended and that a switch back to the
window-based has been performed for the data flow.

FIG. 6 visually illustrates the states of congestion control
for the multi-mode technique of the embodiments. A particu-
lar data flow and bearer and is generally started in the win-
dow-based state but will transit and switch to the rate-based
state upon detection of a TN congestion. The rate-based state
is then kept until a switch back to the window-based state
upon timer expiration or current bitrate of the data flow is
equal to or exceeds the bitrate threshold.

FIG. 7 is a flow diagram illustrating additional steps of the
method in FIG. 2 disclosing preferred operation steps during
the rate-based state. The method continues from step S2 in
FIG. 2. A next step S40 calculates a starting bitrate for the data
flow from the control node towards the radio access node in
the rate-based state. This starting bitrate is a bitrate that the
control node should start with for the current data flow in
order to combat the TN congestion in the rate-based state.
Thus, the starting bitrate is typically lower than a current
bitrate employed by the control node for the data flow. By
lowering the current bitrate down to the starting bitrate the
rate at which data packets of the data flow are sent from the
data queue(s) in the control node to the data queue(s) in the
radio access node will be reduced. This effectively combats
the congestion situation in the transport network.

The starting bitrate is preferably calculated in step S40
based on current bitrates of ongoing data flows from the
control node towards the radio access node. In addition, the
starting bitrate is advantageously also calculated based on the
respective service class assigned to the ongoing data flows.
For instance, each lub/lur FP data frame (DF) flow between
the control node and the radio access node has a current lub
FP DF bitrate and service class. Inclusion of service class
information in the shaping of bitrates contributes to that fair-
ness can be maintained between parallel data flows. Assume
for instance a transport network with three parallel data flows,
one data flow associated with a premium client having a
premium service class and two data flows associated with
different regular clients having a regular service class but all
three data flows have the same bitrate before any TN conges-
tion. Ifthe three data flows go though the same TN bottleneck
with TN congestion, the rate-based state will be employed for
the three data flows. In such a case, a reduction in the bitrates
could be necessary to combat the TN congestion. However,
the amount of bitrate reduction could be different for the three
data flows in order to reflect that the data flows belong to
different service classes. For example, the bitrate of the two
data flows with regular service class could be halved whereas
the bitrate for the data flow with premium service class could
then be reduced by merely one fourth.

Thus, the bitrate reduction by defining different starting
bitrates for the relevant data flows can be made with regard to
the service classes of the data flows to thereby achieve a
fairness among the user equipment reflecting their different
service classes.

The radio access node then transmits a rate-reducing mes-
sage comprising information of the calculated starting bitrate
to the control node in step S41. The control node will thereby
adjust the bitrate of the data flow based on the received infor-
mation.

In connection with an UMTS-implementation, the radio
access node can transmit a HS-DSCH CA CF defining HS-
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DSCH Credits, HS-DSCH Interval and HS-DSCH Repetition
Period values. These values are employed by the shaping
functionality of the control node to ensure that within a given
Interval not more than Credits PDUs are sent to the radio
access node. Repetition Period defines how many times the
Interval and the Credits are repeated. Such an HS-DSCH CA
CF is an example of a rate-reducing message according to the
embodiments.

In the rate-based state the bitrate shaping of the data flows
can be according to an additive increase multiple decrease
(AIMD) policy. Practically this means that when TN conges-
tion is detected causing a switch from the window-based state
to the rate-based state the bitrate(s) of the relevant data flow(s)
is(are) decreased multiplicatively. When there is no conges-
tion anymore the bitrate(s) is(are) additively increased.

In an optional embodiment, congestion monitoring on the
air interface is performed also during the rate-based state.
Then, if congestion on the air interface is detected in the
rate-based state various actions can be taken. For instance,
AQM actions can be taken to combat the congestion event.

The AQM action is basically performed as previously
described in connection with FI1G. 4. Thereby, the application
level transport protocol implemented in the data sending
source will be notified about the congestion event on the air
interface in similarity to when operating in the window-based
state. The difference, though, is that in the rate-based state the
control node employs a shaping of data flows by affecting
their bitrates based on feedback data from the radio access
node. In an alternative approach, the application level trans-
port protocol in the data sending source will not be informed
of the detected congestion event on the air interface in the
rate-based state. Instead, the shaping of bitrates for the data
flows performed according to the rate-based congestion con-
trol mode is regarded to be sufficient to handle also the con-
gestion event on the air interface occurring during the rate-
based state.

The next optional step S42 can actually inform the appli-
cation level transport protocol in the data sending source of
the detected TN congestion event. In such a case, any of the
techniques discussed above in connection with the window-
based state can be used in the rate-based state to inform the
application level transport protocol of the congestion. For
instance, at least one application level data packet of the data
flow can be dropped to signal the detected TN congestion
event and cause the application level transport protocol to
take combating actions, such as reducing its sending bitrate.
In this embodiment, dual combating actions will be taken, i.e.
both by shaping bitrates of the data flows in the control node
and by the actions taken by the application level transport
protocol.

FIG. 8 is a schematic block diagram of a congestion control
device 100 according to an embodiment. The congestion
control device 100 comprises an event monitor 110 config-
ured to monitor for a congestion event in the transport net-
work interconnecting a radio access node and a control node
of'a communication network. If the event monitor 110 detects
such a TN congestion as previously described it notifies a
mode switch 120 of the congestion control device 100. The
mode switch 120 is thereby configured to switch from a
window-based state providing the window-based congestion
control mode to a rate-based state providing the rate-based
congestion control mode in response to the TN congestion
event detected by the event detector 110.

The event detector 110 is advantageously configured to
detect the TN congestion event based on a gap in FSN of data
frames in a data flow from the control node to the radio access
node. Alternatively, or in addition, the event monitor 110 can
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base the congestion event detection on any of the previously
discussed criteria, such as destroyed frame detection (DFD)
with segmented data frames, DRT field in the data frame,
ECN field, filling level of data queues in the control node and
data frame rate measurements.

Correspondingly, when operating in the window-based
congestion mode, the event monitor 110 is configured to
detect any congestion event on the air interface between the
radio access node and user equipment. The event monitor 110
preferably detects the congestion event on the air interface
based on the length of a data queue assigned to the data flow
and user equipment in the radio access node and in particular
based on any of the previously described queuing parameters.

The congestion control device 100 preferably comprises a
data packet modifier 130 configured to notify the application
level transport protocol implemented in a data packet sending
source for the data flow of the detected congestion event on
the air interface. The data packet modifier 130 could then
conduct this notification by dropping at least one application
level data packet of the data flow, such as in a data queue
assigned to the data flow in the control node.

Alternatively, or in addition, the data packet modifier 130
composes and transmits a RLC status packet to the user
equipment with a MRW command to trigger dropping of at
least the latest unacknowledged data packet in the user equip-
ment.

In a further embodiment, the data packet modifier 130
manipulates the content of at least one application level data
packet, for instance by altering at least one bit in the data
packet as previously described.

The congestion control device 100 optionally comprises a
bitrate calculator 140 configured to calculate a starting bitrate
for the data flow following the switch from the window-based
state to the rate-based state. The bitrate calculator 140 advan-
tageously calculates the starting bitrate as previously dis-
cussed based on current bitrates of ongoing data flows from
the control node towards the radio access node and preferably
based on respective service classes of the ongoing data flows.
The bitrate calculator 140 advantageously employs an AIMD
policy for defining the starting bitrates to achieve fairness
among the user equipment and data flows with regard to the
limited transmission resources and bandwidth in the transport
network. An optional control node interface 150 informs the
control node of the calculated starting bitrate by transmitting
a rate-reducing message comprising information of the start-
ing bitrate to the control node.

As previously discussed, when operating in the rate-based
state the congestion control device 100 can use the data
packet modifier 130 to drop at least one application level data
packet to achieve AQM and reduce the risk of queue over-
flows in the radio access node and also to combat any con-
gestion events detected on the air interface.

The mode switch 120 is preferably further configured to
switch back from the rate-based state to the window-based
state when a re-switching criterion is met. The re-switching
criterion could be the lapse of a predefined period of time
following the event monitor 110 detecting the TN congestion
event and the mode switch 120 switching to the rate-based
state. Another alternative is to switch back to the window-
based state when the bitrate of the data flow has at least
reached a predefined bitrate threshold.

The optional control node interface 150 is, in this embodi-
ment, configured to notify the control node of the switch back
from the rate-based state to the window-based state by trans-
mitting a message to the control node triggering the control
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node to use a target bitrate for the data flow. The target bitrate
is thereby selected to be adapted and suitable for a non-
congestion case.

The congestion control device could be implemented at
least partly in software. FIG. 9 is a schematic block diagram
of the congestion control device implemented as a computer
program product comprising computer program code means
for executing the functions of the congestion control device
when the computer program code means are run by a data
processor 160, which can be a general purpose or specially
adapted computer, processor or microprocessor. The com-
puter program product is stored on a computer readable
medium, represented by a memory 170 in the figure.

The software includes computer program code elements or
software code portions effectuating the operation of at least
the event monitor 110, the mode switch 120, and optionally of
the data packet modifier, the bitrate calculator and the control
node interface. The program may be stored in whole or part,
on or in one or more suitable volatile computer readable
media or data storage means, such as RAM, or one or more
non-volatile computer readable media or data storage means,
such as magnetic disks, CD-ROMs, DVD disks, hard discs, in
ROM or flash memory. The data storage means can be a local
data storage means or is remotely provided, such as in a data
server or network node. The software may thus be loaded into
the operating memory of a computer or equivalent processing
system for execution by a processor. The computer/processor
does not have to be dedicated to only execute the above-
described functions but may also execute other software
tasks. A non-limiting example of program code used to define
the congestion control device include single instruction mul-
tiple data (SIMD) code.

Alternatively the congestion control device can be imple-
mented in hardware. There are numerous variants of circuitry
elements that can be used and combined to achieve the func-
tions of the units of the congestion control device. Such
variants are encompassed by the embodiments. Particular
examples of hardware implementation of the congestion con-
trol device is implementation in digital signal processor
(DSP) hardware and integrated circuit technology, including
both general-purpose electronic circuitry and application-
specific circuitry.

The congestion control device is advantageously imple-
mented in a network node of the communication network and
in particular in a network node of the transport network. A
particular embodiment of such a network node is the radio
access node or Node B for an UMTS-implementation, which
then comprises the congestion control device. Also distrib-
uted implementations are possible and within the scope of the
embodiments. In such a case, at least some of the functions of
the congestion control device are implemented in a first net-
work node, preferably of the transport network, with remain-
ing functions of the congestion control device implemented in
at least one other network node, preferably of the transport
network. This distributed implementation can be in the form
of'providing the functions of the congestion control device in
different radio access nodes or distributed between at least
one radio access node and at least one control node.

FIG. 10 is a schematic implementation example of the
congestion control device 100 provided in a Node B of an
UTRAN as an example of the transport network. The RNC
puts arriving MAC-d PDUs in a RLC SDU buffer 52. A
shaper 54 of the RNC shapes the arriving MAC-d PDUs
according to signaled maximum flow bitrate. The lub FP puts
the MAC-d PDUs into Iub FP DFs and sends them to the Node
B. Each of these data frames contains a respective FSN. ATN
congestion detector 44 in the Node B, implementing the
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functions of the event monitor 110, detects any TN conges-
tion based on the FSN information in the received lub FP DFs
and optionally based on the length of the PQs 42 of the Node
B. If TN congestion is detected, the TN congestion detector
44 signals this to a bitrate calculator 48 forming part of the
mode switch 120. The bitrate calculator 120 calculates the
allowed maximum bitrate at which the RNC may send data to
the Node B in order to resolve the TN congestion. The bitrate
calculator 48 generates and transmits a rate-reducing mes-
sage through lub FP CA CF to the shaper 54 in the RNC.

The Node B also comprises an Uu scheduler 41 that is
configured to schedule transmission of data packets from the
PQs 42 in the Node B to the user equipment. The mode switch
120 also comprises an AQM device for the PQ 46 that oper-
ates on data packets stored in the PQ 42, in the RLC SDU
buffer 52 or in the data buffer at the user equipment as previ-
ously described. In particular, the AQM device 46 can moni-
tor the buffer level status of the PQs arranged at the Node B
and detect any congestion on the air interface based on this
buffer level status. In such a case, the AQM device 46 or
another device of the Node B, sends a message to trigger the
shaper 54 or another device of the RNC to drop or manipulate
the content of at least one data packet, suchas MAC-d PDU as
discussed in the foregoing.

The embodiments described above are to be understood as
a few illustrative examples of the present invention. It will be
understood by those skilled in the art that various modifica-
tions, combinations and changes may be made to the embodi-
ments without departing from the scope of the present inven-
tion.

In particular, different part solutions in the different
embodiments can be combined in other configurations, where
technically possible. The scope of the present invention is,
however, defined by the appended claims.

The invention claimed is:

1. A method for congestion control in a communication
network comprising a transport network interconnecting a
radio access node and a control node, said method compris-
ing:

monitoring for a congestion event in said transport net-

work; and

switching, in response to a detected congestion event in

said transport network, from a window-based state pro-
viding a window-based congestion control mode for a
data flow towards said radio access node involving noti-
fying an application level transport protocol imple-
mented in a data sending source associated with said
data flow of any congestion event to a rate-based state
providing a rate-based congestion control mode for said
data flow involving said radio access node transmitting a
rate-reducing message to said control node triggering a
reduction in a bitrate of said data flow.

2. The method according to claim 1, further comprising
detecting the congestion event in said transport network
based on a gap in frame sequence numbers of data frames in
said data flow received by said radio access node from said
control node.

3. The method according to claim 1, further comprising:

detecting, when in said window-based state, a congestion

event on an air interface to user equipment; and
notifying said application level transport protocol of said

congestion event on said air interface by dropping at

least one application level data packet of said data flow.

4. The method according to claim 1, further comprising:

detecting, when in said window-based state, a congestion

event on an air interface to user equipment; and
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notifying said application level transport protocol of said
congestion event on said air interface by manipulating
the content of at least one application level data packet of
said data flow.

5. The method according to claim 3, wherein detecting said
congestion event on said air interface comprises detecting,
when in said window-based state, said congestion event on
said air interface based on a length of a data queue assigned to
said user equipment in said radio access node.

6. The method according to claim 1, further comprising
switching back from said rate-based state to said window-
based state following lapse of a predefined period of time
following said detected congestion event in said transport
network.

7. The method according to claim 1, further comprising
switching back from said rate-based state to said window-
based state when said bitrate of said data flow is equal to or
exceeds a predefined bitrate threshold.

8. The method according to claim 6, further comprising
notifying said control node of the switch back from said
rate-based state to said window-based state by said radio
access node transmitting a message triggering said control
node to use a target bitrate for said data flow.

9. The method according to claim 1, further comprising:

calculating, when in said rate-based state, a starting bitrate

for said data flow towards said radio access node based
on current bitrates of ongoing data flows from said con-
trol node towards said radio access node and based on a
respective service class assigned to said ongoing data
flows; and

said radio access node transmitting, to said control node,

said rate-reducing message comprising a notification of
said starting bitrate.

10. The method according to claim 1, further comprising
dropping at least one application level data packet of said data
flow based on said detected congestion event in said transport
network.

11. A non-transitory computer readable medium compris-
ing instructions which, when executed by a processor, cause
the processor to perform a method for congestion control in a
communication network comprising a transport network
interconnecting a radio access node and a control node, said
method comprising:

monitoring for a congestion event in said transport net-

work; and

switching, in response to a detected congestion event in

said transport network, from a window-based state pro-
viding a window-based congestion control mode for a
data flow towards said radio access node involving noti-
fying an application level transport protocol imple-
mented in a data sending source associated with said
data flow of any congestion event to a rate-based state
providing a rate-based congestion control mode for said
data flow involving said radio access node transmitting a
rate-reducing message to said control node triggering a
reduction in a bitrate of said data flow.

12. A congestion control device comprising:

an event monitor configured to monitor for a congestion

event in a transport network interconnecting a radio
access node and a control node of a communication
network; and

a mode switch configured to switch, in response to a con-

gestion event in said transport network detected by said
event monitor, from a window-based state providing a
window-based congestion control mode for a data flow
towards said radio access node involving notifying an
application level transport protocol implemented in a
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data sending source associated with said data flow of any
congestion event to a rate-based state providing a rate-
based congestion control mode for said data flow involv-
ing said radio access node transmitting a rate-reducing
message to said control node triggering a reduction in
bitrate of said data flow.

13. The device according to claim 12, wherein said event
monitor is configured to detect the congestion event in said
transport network based on a gap in frame sequence numbers
of data frames in said data flow received by said radio access
node from said control node.

14. The device according to claim 12, wherein said event
monitor is configured to detect, when in said window-based
state, a congestion event on an air interface to user equipment,
said congestion control device comprises a data packet modi-
fier configured to notify said application level transport pro-
tocol of said congestion event on said air interface by drop-
ping at least one application level data packet of said data
flow.

15. The device according to claim 12, wherein said event
monitor is configured to detect, when in said window-based
state, a congestion event on an air interface to user equipment,
said congestion control device comprises a data packet modi-
fier configured to notify said application level transport pro-
tocol of said congestion event on said air interface by manipu-
lating the content of at least one application level data packet
of said data flow.

16. The device according to claim 14, wherein said event
monitor is configured to detect, when in said window-based
state, said congestion event on said air interface based on a
length of a data queue assigned to said user equipment in said
radio access node (4).

17. The device according to claim 12, wherein said mode
switch is configured to switch back from said rate-based state
to said window-based state following lapse of a predefined
period of time following said event monitor detecting said
congestion event in said transport network.

18. The device according to claim 12, wherein said mode
switch is configured to switch back from said rate-based state
to said window-based state when said bitrate of said data flow
is equal to or exceeds a predefined bitrate threshold.
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19. The device according to claim 17, further comprising a
control node interface configured to notify said control node
of the switch back from said rate-based state to said window-
based state by transmitting a message triggering said control
node to use a target bitrate for said data flow.

20. The device according to claim 12, further comprising:

a bitrate calculator configured to calculate, when in said

rate-based state, a starting bitrate for said data flow
towards said radio access node based on current bitrates
of ongoing data flows from said control node towards
said radio access node and based on a respective service
class assigned to said ongoing data flows; and

a control node interface configured to transmit, to said

control node, said rate-reducing message comprising a
notification of said starting bitrate.

21. The device according to claim 12, further comprising a
data packet modifier configured to drop at least one applica-
tion level data packet of said data flow based on said conges-
tion event in said transport network detected by said event
monitor.

22. A radio access node comprising a congestion control
device including:

an event monitor configured to monitor for a congestion

event in a transport network interconnecting a radio
access node and a control node of a communication
network; and

a mode switch configured to switch, in response to a con-

gestion event in said transport network detected by said
event monitor, from a window-based state providing a
window-based congestion control mode for a data flow
towards said radio access node involving notifying an
application level transport protocol implemented in a
data sending source associated with said data flow of any
congestion event to a rate-based state providing a rate-
based congestion control mode for said data flow involv-
ing said radio access node transmitting a rate-reducing
message to said control node triggering a reduction in
bitrate of said data flow.
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